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    19 September 2003
MEMORANDUM FOR USFK UNIT/SECTION SECURITY MANAGERS

SUBJECT:  CP TANGO Personnel Access Policy
1.  References:


a. AR 380-67


b. EUSA Supplement 1 to AR 380-67

2.  Purpose.  The purpose of this memorandum is to inform all Unit/Section Security Managers of the CP TANGO Personnel Access Policy and to outline the procedures that Unit/Section Security Managers must follow to gain access to the TANGO Command Post for members of their units/sections.

3.  Background.  The TANGO Security Force (TSF) is responsible for controlling access to CP TANGO.  As a critical facility and a restricted site, access to CP TANGO is tightly controlled.  The TSF exercises access control measures at both the compound entrance and at the entrance to the TANGO Command Post facility.  Access to the compound is less restrictive and is essentially granted in the same manner as access to Yongsan Main Post is.  The primary difference is that, due to the limited parking space within the compound, POVs are generally not allowed on the compound unless they have a CP TANGO sticker.  (See CP TANGO Vehicle Access Policy for information on who is authorized a CP TANGO sticker and the procedures for obtaining one.)  Access to the TANGO Command Post facility is much more restrictive and is granted only to those personnel who have been pre-screened and authorized entry.  The remainder of this policy memorandum explains the procedures that Unit/Section Security Managers must follow to obtain access to the TANGO Command Post for members of their units/sections.

4.  Access Procedures.  The TSF will stop all personnel requesting entry to the TANGO Command Post and verify that they have access privileges before allowing them to enter.  Access will be granted IAW the following procedures:

a. Access During Non-Exercise Periods.  Only personnel on the CP TANGO Access Roster are allowed unescorted access to the TANGO Command Post.  Presentation of TANGO Access Badges and/or physical checks of the access roster by the TSF guards will be performed to ensure that the person requesting entry has TANGO Command Post access privileges.  Personnel not on the access roster may be escorted into the TANGO Command Post by personnel who are authorized unescorted access to the facility IAW the CP TANGO Escort Policy.  (See Enclosure 1)  Units/sections are responsible for providing their own escorts.  All personnel will sign in upon entering the facility and will sign out upon exiting.

b. Access During Exercises.  Due to the high volume of traffic experienced during exercises, personnel will not be required to sign in and out of the command post when entering and exiting.  Immediate access will be granted to personnel presenting a TANGO Access Badge (TAB).  Personnel without a TAB will be directed to Guard Post #3 where their security clearance will be verified.  Temporary TABs will be issued to those personnel possessing a Secret or above security clearance or who are on one of the valid CP TANGO Access Roster.  Personnel who do not meet one of these criteria will not be allowed into CP TANGO.  Escorts will not be allowed during exercises or hostilities.

5.  CP TANGO Access Roster.  The CP TANGO Security Manager is responsible for maintaining the CP TANGO Access Roster.  Unit/Section Security Manager’s are responsible for requesting access privileges for members of their units/sections who require access to CP TANGO.  Unit/Section Security Manager’s are reminded of the need to limit access to CP TANGO for security purposes.  Access should be requested only for permanent members of their units/sections who are battle rostered members of the Combined Battle Staff or who otherwise possess a legitimate requirement to enter the TANGO Command Post.  Personnel will be added to the CP TANGO Access Roster IAW the following procedures:  

a. After confirming the validity of each person’s security clearance and ensuring that each person has a legitimate need to enter the TANGO Command Post, Unit/Section Security Managers will submit a memorandum to the CP TANGO Security Manager requesting that the personnel from their unit/section listed in the memorandum be granted access.  Memorandums requesting access will contain the following information (in the same order that it is listed below) on the individuals for whom access is being requested:

(1) Rank

(2) Last Name

(3) First Name

(4) Middle Name

(5) Social Security Number (or ROK ID Number)

(6) Badge Number

(7) MSC

(8) Unit

(9) Clearance Type (written out) 

(10) Investigation Type in Mo/Day/Year format

(11) Investigation Date in Mo/Day/Year format
(12) Access expiration date/DEROS in Mo/Day/Year format
b. Unit/Section Security Managers will also submit a diskette with the same information listed above in a Microsoft Access Database format.

c. The CP TANGO Security Manager will validate the request and notify the Unit/Section Security Managers when their personnel have been added to the CP TANGO access roster.

6.  TANGO Access Badges (TAB).  To speed access to the TANGO Command Post, Unit/Section Security Managers will secure TANGO Access Badges for all personnel on the CP TANGO Access Roster.  TABs will be processed and issued IAW the following procedures:

a. Once Unit/Section Security Managers have received notification from the CP TANGO Security Manager that their personnel have been cleared for access to the TANGO Command Post, they will fill in the information on the blank access badge form and secure a passport photo from each individual they listed on the access roster request memorandum.

b. Unit/Section Security Managers will submit the completed access badge forms and individual photos to the CP TANGO Security Manager.  Only the TANGO Security Manager may sign the access badges authenticating the individual’s authorization.

c. The CP TANGO Security Manager will laminate the access badges and return them to the Unit/Section Security Managers who will then issue them to the individual.

d. Unit/Section Security Managers will inform the individuals issued TABs to present them to the TSF guard when requesting entry as proof that they are authorized access.

7.  Temporary Access Roster.  Individuals who are not permanently stationed in Korea or who otherwise require access to the TANGO Command Post for a specific event or for only a limited period of time (e.g. VIP tours, meetings, exercise augmentees, etc.) will not be added to the permanent CP TANGO Access Roster.  They will be issued temporary TABs. Unit/Section Security Managers will request access for these individuals on a temporary basis IAW the following procedures:

a. After confirming the validity of each person’s security clearance and ensuring that each person has a legitimate need to enter the TANGO Command Post, Unit/Section Security Managers will submit a temporary access request memorandum to the CP TANGO Security Manager.  Memorandums will contain the following information (in the order listed):

(1) Reason for access

(2) Dates access required in Mo/Day/Year format (should not be for more than 30 days)

(3) Last Name

(4) First Name

(5) Rank

(6) Social Security Number (or ROK ID Number)

(7) Clearance Type

(8) Investigation Type
(9) Investigation Date in the Mo/Day/Year format
b. Unit/Section Security Managers will also submit a diskette containing the same information listed above in Microsoft Access Database format.

c. The CP TANGO Security Manager will validate the request.  He will then inform the Unit/Section Security Manager that the personnel have been cleared for access to CP TANGO.  Temporary TABs will be made and issued at GP#3 only when the concerned individual arrives at CP TANGO and requests his/her temporary TAB.   The TANGO Security Manager may issue them to Unit/Section Securty Managers on a case by case basis under special circumstances as required. 

8.  Administrative Data.  The following administrative information is provided to assist Unit/Section Security Managers better maintain their unit/section CP TANGO Access Rosters:

a. Processing Time.  Unit/Section Security Managers should submit their access requests as far ahead of time as possible to avoid their personnel from being delayed or denied entry to CP TANGO.  Access rosters and badges will be processed as quickly as possible by the CP TANGO Security Manager but a minimum of three working days should be allowed.

b. Access Roster Maintenance.  CP TANGO access privileges for all individuals must be authenticated and renewed periodically by Unit/Section Security Managers.  Personnel will be automatically deleted from the access roster one year after their access was initially granted unless Unit/Section Security Managers request an extension.  The CP TANGO Security Manager will also delete personnel from the access roster if any of the following conditions exist:

(1) Individual’s security clearance has expired or has been revoked.

(2) Date of DEROS listed on the access roster has passed.

(3) Individual no longer requires access to the TANGO Command Post due to change in position or because the original justification is no longer valid.

(4) ETS or expiration of employment contract.

d. Access Expiration.  Unit/Section Security Managers must notify the CP TANGO Security Manager immediately if any of the above-listed conditions exist.  The CP TANGO Security Manager will delete their names from the TANGO Command Access Roster as soon as possible after notification.

e. Collecting Access Badges.  Unit/Section Security Managers will collect TABs from all individuals outprocessing their unit/section or whose access has otherwise been revoked.  Security Managers will turn in all expired badges to the CP TANGO Security Manager who will destroy the badges and delete the individual’s name from the TANGO Command Post Access Roster if that has not already been done.

f. Appointment Orders.  All Security Managers will ensure that they are on orders as their unit/section’s Security Manager.  A copy of their appointment orders must be submitted to the CP TANGO Security Manager.  The CP TANGO Security Manager will not process access requests from Security Manager’s unless he has a copy of their appointment orders.  

g. Lost Badges.  An individual who loses their TANGO badge will be required to submit a sworn statement detailing the circumstances of their lost badge to their Unit/Section Security Manager.  Unit/Section Security Managers will in turn submit a memorandum for record (briefly describing the circumstances) along with the sworn statement  to the CP TANGO Security Manager.  If access for the individual is still required, Unit/Section Security Managers will also submit a new completed access badge form along with a new passport photo at the same time.

9.  Questions concerning this policy should be addressed to the CP TANGO Security Manager at the S2 office, 34th Support Group (Bldg # 4305, RM 115, DSN 738-7905, FAX 738-7905).







  //original signed//

  ENCL:3




TIMOTHY M. MCKEAN
1.  CP TANGO Escort Policy.

MAJ, IN


2.  Access Roster Request Memo.

Commandant, CP TANGO
3.  Temporary Access Request Memo.
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