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MEMORANDUM FOR COMBINED BATTLE STAFF

SUBJECT:  CP TANGO Access Control Procedures and Operating Policies for RSOI 2004

1.  References:

a. CP TANGO Personnel Access Policy, DTD:  19 September 2003.

b. CP TANGO Vehicle Access Policy, DTD:  19 September 2003.

c. CP TANGO Office Access Policy, DTD:  19 September 2003.

d. CP TANGO Prohibited Items Policy, DTD:  19 September 2003.

2.  Purpose.  This memorandum highlights some of the key aspects of the CP TANGO access control procedures and operating policies/SOPs that will be in effect at CP TANGO during RSOI 2004.  This memorandum contains revisions from previous CP TANGO policies and SOPs.  Unit/Section Security Managers should ensure that this information is disseminated to all members of the Combined Battle Staff and other members of their units/sections who will be operating at CP TANGO during RSOI 2004.  

3.  Personnel Access Procedures.

a.  Portal Entry and Exit.  Civilian dignitaries, general officers, and personnel accompanying them may enter and exit through Portal C.  All other personnel must enter and exit through Portal A.

b.  Access Rosters.  Unit/Section Security Managers must ensure that all members of their units/sections who require access to CP TANGO are on the CP TANGO access roster.  Access requests must be submitted IAW the procedures outlined in the CP TANGO Personnel Access Policy.  

c. TANGO Access Badges (TABs).  Unit/Section Security Managers must ensure that all members of their units/sections who have been placed on the CP TANGO access roster have valid TANGO Access Badges.  Temporary TABs will be issued for all augmentees.  TABs will be issued IAW the procedures outlined in the CP TANGO Personnel Access Policy.

d.  Gaining Access.  Access to CP TANGO will be granted only to those personnel who possess and present a valid TAB.  SCIF badges will no longer be accepted for entering the command post.  Augmentees and other personnel who do not have TABs may process through the TANGO Security Force Security Manager’s office located at the CP TANGO entrance checkpoint.

4.  Office Access.  Units/sections are responsible for maintaining keys and/or combination codes to their offices.  The TSF SOG will sign out keys/combinations only to members of unit/sections listed on the Office Access Roster.  Unit/Section Security Managers are responsible for submitting and maintaining these rosters IAW the CP TANGO Office Access Policy.

5.  Prohibited Items.  The following devices are prohibited except as indicated below:

a.  Cameras:  Still and video cameras will not be brought into CP TANGO without the prior coordination of the TANGO Security Force (TSF) Commander or CP TANGO Commandant.  Pictures may not be taken of any part of the CP TANGO compound.  Cell phones that have camera capabilities will also not be allowed into the command post.

b.  Wireless Devices:  Wireless devices (e.g. cellular telephones and Personal Digital Assistants) may be brought into the CP but personnel will comply with the Pentagon Area Common Information Technology (IT) Wireless Security Policy (September 2002) procedures when using these devices within the tunnel.  Specifically, usage of these devices in the CP will comply with the following guidelines:

(1) Used for unclassified data only.

(2) May be used in areas where unclassified information is electronically stored, processed, and/or transmitted.

(3) May be used in areas where classified information is electronically stored, processed, or transmitted unencrypted when there is a documented operational need; the device’s infrared radio frequency and microphone/audio capabilities are disabled; and Director of Central Intelligence Directive (DCID) rules are followed.

c.  Personal Weapons.  Personally Owned Weapons (POWs) are prohibited inside the CP TANGO perimeter and tunnel.

6.  Searches.  Personnel entering and exiting the CP may be randomly subjected to baggage searches and metal detector scans to prevent the entry of prohibited items into the CP.  Personnel will not be allowed to enter the command post with prohibited items in their possession.  The TANGO Security Force will not secure prohibited items that are discovered during these searches.  Disposal of these items is an individual responsibility.  Anyone caught with prohibited items once inside the tunnel will have the item in question confiscated.  The person will be released to their chain-of-command and the contraband item will also be turned over to the J2 or their chain-of-command for safekeeping and disposal.  Film will be exposed and videocassettes will be destroyed immediately.  The incident will be logged and reported to the J2 and J3 for final disposition.

7.  Security.  Security will be maintained at CP TANGO IAW the following procedures:

a. Information and Operations Security.  Information and operation security is an individual, leader, and unit responsibility.  Suspected violations of information and operation security (e.g. unauthorized use of wireless devices, taking photos of classified areas, improper disposition of classified documents/information) should be reported immediately to Unit/Section Security Managers and/or the J2.  Units/sections are responsible for destroying classified documents/equipment IAW established destruction procedures outlined in Army Regulations.

b. Equipment and Property Security.  Personnel are not required to sign property and equipment into and out of CP TANGO.  Units/sections are responsible for securing their offices and equipment.  The TANGO Security Force will not secure individual, unit, or office property and equipment for other units/sections.

c. Physical Security.  Any concerns about suspected breaches of or threats to the physical security of CP TANGO (e.g. unauthorized entry, unattended baggage suspected of containing explosives, etc.) should be reported immediately to the TSF SOG in room #104, DSN:  742-3377.

8.  Vehicle Access.  Due to security and force protection concerns and the limited parking space available at CP TANGO, only military vehicles containing at least one person in the rank of O6,  GS-15, E9 (occupying a CSM primary staff billet) and above will be allowed to enter the CP TANGO compound.  

a. Vehicle Access Roster.  Unit/Section Security Managers must coordinate with the CP TANGO Security Manager before the exercise to get all authorized vehicles entered into the CP TANGO Vehicle Access Roster.

b.  Parking.  Vehicles authorized to enter CP TANGO may park only in clearly marked and designated parking spots.  Vehicles may not park on the side of the road.  Vehicles parked illegally will be ticketed and prohibited from re-entering the compound.

c.  Unauthorized Vehicles.  Unauthorized vehicles not on the CP TANGO Vehicle Access Roster will not be allowed past the guard checkpoint located at the Highway One off-ramp.

d.  Equipment Drop-Off and Pick-Up.  Prior to STARTEX, units/sections will be allowed vehicle access to the CP TANGO compound to drop-off supplies/equipment.  Following ENDEX, units/sections will again be allowed vehicle access to pick-up supplies/equipment. 

e.  Non-Exercise Vehicle Access Policy.  The above-noted vehicle access rules are in effect from STARTEX to ENDEX.  Vehicle access during non-exercise periods will comply with the policies outlined in the CP TANGO Vehicle Access Policy dated 19 September 2003.

9.  Bus Transportation.  The 34th SG will provide bus transportation from Yongsan and other outlying LSAs to CP TANGO.  Bus schedules will be published prior to the exercise.

10.  Janitorial Service.  Contracted janitors will clean the latrines, hallways, and other common areas at CP TANGO.  Units/sections are responsible for cleaning their offices and personal use areas and for carrying their trash out to the trash collection point located in the vicinity of the CP TANGO bus stop.
11.  Dining Facility.  The TANGO Dining Facility will operate throughout the exercise.  The ration cycle and DFAC operating hours will be published at a later date.

12.  Any questions concerning policies addressed in this memorandum or any other questions regarding CP TANGO Access Control Procedures or Operating Policies/SOPs should be directed to Unit/Section Security Managers or to the CP TANGO Security Manager at DSN: 742-3383.
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